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PERKINS COIE LLP

1201 Third Avenue, Suite 4900

Seattle, Washington 98101

Telephone: 206.359.8000

Facsimile: 206.359.9000

Attorneys for Plaintiff
FACEBOOK, INC.

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA Jc:g

FACEBOOK, INC., a Delaware Ccu No. 1 3 5 3 1 2

corporation, COMPLAINT FOR:

1) BREACH OF CONTRACT

2) VIOLATION OF 18 U.S.C. § 1030
3) VIOLATION OF CALIFORNIA

Plaintiff,

V.

CHRISTOPHER PETER TARQUINI, an PENAL CODE § 502(c)
individual, [DEMAND FOR JURY TRIAL]
Defendant.
L INTRODUCTION
1. Defendant Christopher Peter Tarquini is a recidivist spammer and abuser of

Facebook’s services. Tarquini orchestrated and participated in an elaborate scheme that inundated
Facebook users with messages purporting to link to pornographic images of celebrities. The
messages were deceptive. When Facebook users clicked on the messages, the messages (and

suggestive images associated with those messages) were automatically shared with the users’

——
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Facebook friends, and the browsers of the users who clicked on the messages were redirected to
marketing websites that paid Tarquini and his associates a commission for the referral traffic. In
short, Facebook users who clicked on Tarquini’s deceptive messages immediately, and without
their knowledge or consent, became unknowing participants in and victims of Tarquini’s scam.

2. Facebook expended significant resources to identify Tarquini and stop his scam.

3. Even after Facebook notified Tarquini that his conduct violated Facebook’s rights,
and even after Facebook terminated Tarquini’s Facebook account and informed Tarquini that he
was no longer authorized to access Facebook’s website and services, Tarquini continued to access
Facebook.

4. Facebook brings this action to stop Tarquini’s unlawful abuse of Facebook’s
services and to recover as damages all profits obtained by Tarquini as a result of his
Facebook-related schemes. Facebook also seeks compensatory damages, costs, and reasonable
attorney’s fees and such other relief as the Court deems just and proper.

1L PARTIES

5. Plaintiff Facebook, Inc. is a Delaware corporation with its principal place of
business in Menlo Park, California.

6. Defendant Christopher Peter Tarquini is a resident of Marlton, New Jersey.

III. JURISDICTION AND VENUE

7. This Court has subject-matter jurisdiction over this action under 28 U.S.C. § 1331
because Facebook alleges that Tarquini violated the federal Computer Fraud and Abuse Act,

18 U.S.C. § 1030. This Court has supplemental jurisdiction over Facebook’s state-law claims under
28 U.S.C. § 1367.

8. In addition or alternatively, this Court has subject-matter jurisdiction over this
action under 28 U.S.C. § 1332(a) because there is complete diversity of citizenship between the
parties and the matter in controversy exceeds the sum or value of $75,000, exclusive of interest and

costs.
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9. This Court has personal jurisdiction over Tarquini. Facebook’s Statement of Rights
and Responsibilities (“Statement™) designates courts within the Northern District of California as
the forum for resolving claims arising out of a breach of Facebook’s Statement. Facebook’s
Platform Policies are incorporated into the Statement. Tarquini, a Facebook user and developer,
agreed to comply with Facebook’s Statement and Platform Policies when he joined Facebook,
accessed Facebook, and/or used Facebook’s services.

10.  In addition or alternatively, this Court also has personal jurisdiction over Tarquini
because his unlawful activities are targeted at Facebook, which is headquartered in California;
because Tarquini has conducted and still conducts substantial, continuous, and systematic business
within this district; because Tarquini engaged in acts outside of this district which he knew would
cause injury within this district; and because the claims alleged in this Complaint arise out of or are
related to Tarquini’s forum-related activities.

11. Venue is proper in this district under 28 U.S.C. § 1391(b)(2) because Tarquini
agreed to comply with Facebook’s Statement, which designates that claims arising out of a breach
of Facebook’s Statement be resolved in a forum that encompasses the Northern District of
California.

IV.  INTRADISTRICT ASSIGNMENT
12. Assignment to the San Francisco Division of this Court is appropriate under Civil

L.R. 3-2 because Facebook’s principal place of business is in San Mateo County.

V. FACTS

A, Facebook Background and Service

13. Facebook offers an online social networking service that enables people to connect
and share with their friends and family. The service facilitates the sharing of information through
the social graph—a digital mapping of people’s real-world social connections. As of the filing of

this Complaint, more than one billion people use Facebook each month.

-3- COMPLAINT AND DEMAND FOR JURY TRIAL
Case No.




(#9)

O 0 Ny

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

PERKINS COIE LLP
ATTORNEYS AT Law

PaLo AL1O

Case3:13-cv-(ﬁ@12-JCS Documentl FiIedll/lS/@ Page4 of 30

14.  To use Facebook, a person must sign up, provide his or her name, provide a valid
email address or verified mobile telephone number, and agree to the terms and conditions contained
in Facebook’s Statement.

15.  After registering for a Facebook account, users can, among other things, share
information about themselves, as well as upload and share photos, videos, contact details,
education and work history, and other information. Users can connect to other users as Facebook
“friends” and can share stories and content with other Facebook users. In addition, Facebook users
can also send private messages to other users, much like emails and instant messages.

16.  Facebook also provides each user a “News Feed” or “home” page; this is the first
page shown to Facebook users when they log into their Facebook accounts. The News Feed allows
a user to view and interact with the recent stories, photos, and links shared by the user’s Facebook
friends, or other people and Facebook Pages that the user follows.

17.  Facebook offers a platform for developers (“Platform™ or “Facebook Platform™) that
enables third parties to build applications (“Platform Applications”) and websites that, with users’
consent and subject to applicable terms and policies (discussed below), integrate with Facebook.
Developers who use Facebook (“Facebook Developers™) agree to Facebook’s Platform Policies
and Facebook’s Statement.

18.  Facebook controls the ability of a third-party application to access the Facebook
Platform by issuing an access token—a string of characters that identifies a user who has authorized
the application to access his or her data, the requesting application, and the permission granted to
the application. In practice, an access token functions as a temporary password that provides the
requesting application a time-bound permission to access certain types of data, such as the user’s
name, location, or list of friends, and to perform actions on behalf of the user, such as posting

messages on their behalf.
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B. Tarquini Agreed to Facebook’s Terms: the Statement and the Platform Policies

19.  Tarquini agreed to comply with the Statement when he created his Facebook
account and continued to use or access Facebook. A true and correct copy of Facebook’s current
Statement is incorporated here by reference and attached as Exhibit A.

20.  Tarquini also agreed to Facebook’s Platform Policies by creating and operating
Platform Applications, and by accessing and using Facebook user access tokens. A true and correct
copy of Facebook’s current Platform Policies is incorporated here by reference and attached as
Exhibit B

21.  Thus, when Tarquini initially registered for an account, Facebook allowed him to
access Facebook’s protected computers to create an account and to develop Facebook Applications.
However, the scope of this access was limited by certain prohibitions in the Statement and Platform
Policies. At all times relevant to this Complaint, Tarquini was bound by Facebook’s Statement and
Facebook’s Platform Policies.

22.  Facebook’s terms prohibit, among other things:

e Creating a new account after a prior account is disabled;

* Soliciting login information or accessing an account belonging to someone else;
e Posting content that is pornographic;

e Collecting users’ information without their consent;

* Accessing Facebook using automated means without Facebook’s prior
permission;

e Using Facebook to do anything unlawful or misleading; and
¢ Facilitating or encouraging violations of Facebook’s terms.

C. Tarquini Violated Facebook’s Statement and Platform Policies and Exceeded his
Right to Access Facebook By Using Software Scripts to Steal Facebook Access Tokens

23. Tarquini designed software scripts—that is, lists of commands that automate actions
on the Internet—that tricked Facebook users into providing their Facebook access tokens to
Tarquini and his associates. With those access tokens, Tarquini and his associates were able to

automatically access and take contro! of the users’ Facebook accounts and post unwanted,
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Facebook’s website, services, and Platform, and made clear that any further access to, or activity
on, Facebook’s site or use of Facebook’s services would be without authorization.

35.  On or about that same day, Facebook took additional technical measures to block
Tarquini’s access to Facebook by disabling his known Facebook account and applications.

36.  Tarquini responded to the March 11 letter and admitted that he had created the
Jacked script that was used in the Bieber/Gomez spam campaign; admitted that he had distributed
the script to a number of associates; and admitted that the Bieber/Gomez spam campaign redirected
users to a non-Facebook website.

37. Tarquini did not, however, comply with Facebook’s demand to stop accessing
Facebook. Instead, he circumvented Facebook’s technical measures and continued to access
Facebook without authorization.

38.  For instance, shortly after Facebook disabled his Facebook account, Tarquini
created a new account, despite the fact that the Statement (to which he agreed when registering his
original account as well as the replacement account) states: “If [Facebook] disable[s] your account,
you will not create another one without [Facebook’s] permission.”

39, Further, even after Facebook terminated his account, and even after Facebook
revoked his limited license to access Facebook’s website, services, and Platform, Tarquini created a
new Facebook application called Fly Photo Editor. See Exhibit C

40.  The Fly Photo Editor application—which allows users to edit Facebook
photos—violates Facebook’s terms by serving unauthorized third-party advertisements. Facebook
disabled Tarquini’s Fly Photo Editor application in April 2013. Within days of having this
application disabled, Tarquini created a new Fly Photo Editor application on Facebook, which
again served unauthorized third-party advertisements. Tarquini continues to operate and promote
the Fly Photo Editor application.

E. Harm to Facebook
41.  Tarquini’s unlawful activities have tainted and continue to taint the Facebook

experience for Facebook users, and Facebook has suffered and continues to suffer harm to its
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reputation and goodwill due to Tarquini’s actions. For example, many websites and blogs reported
that Tarquini’s scam victimized Facebook users and had spread across Facebook. See, e.g.,
Celebrity Sex Tape Spam Invades Facebook, FACECROOKS (Feb. 28, 2013),
http://facecrooks.com/Scam-Watch/Celebrity-Sex-Tape-Spam-Invades-Facebook.html.

42.  Facebook has suffered damages attributable to the efforts and resources required to
address user complaints related to Tarquini’s misconduct, investigate Tarquini’s actions, and to
prevent Tarquini from continuing to abuse Facebook.

43,  Tarquini has been unjustly enriched by his unlawful activities.

VI. CLAIMS FOR RELIEF
FIRST CAUSE OF ACTION

BREACH OF CONTRACT

44.  Plaintiff Facebook realleges and incorporates by reference, as if fully set forth
herein, the allegations in the paragraphs above.

45.  Access to and use of Facebook and its Platform is governed by Facebook’s
Statement and Facebook’s Platform Policies.

46.  Tarquini agreed to Facebook’s Statement and Facebook’s Platform Policies, which
were binding on him at all relevant times.

47, Facebook has performed all conditions, covenants, and promises required of it in
accordance with Facebook’s Statement and Facebook’s Platform Policies.

48.  Tarquini knowingly, willfully, repeatedly, and systematically breached and, even
after receiving explicit notice of his violations, continued to breach Facebook’s Statement and
Facebook’s Platform Policies through his conduct as alleged in this Complaint.

49.  Among other things, Tarquini’s breaches include:

e Creating a new account after a prior account was disabled;
¢ Soliciting login information or accessing an account belonging to someone else;
¢ Posting content that is pornographic;

e Collecting users’ information without their consent;

-10- COMPLAINT AND DEMAND FOR JURY TRIAL
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e Accessing Facebook using automated means without Facebook’s prior
permission;

o Using Facebook to do anything unlawful or misleading; and

¢ Facilitating or encouraging violations of Facebook’s terms.

50.  Tarquini’s breaches of Facebook’s Statement and Facebook’s Platform Policies
directly and proximately caused, and continue to cause, Facebook to suffer substantial damages in
an amount to be proven at trial.

51.  Tarquini also caused irreparable and incalculable harm and injuries to Facebook
and, unless enjoined, his conduct will cause further irreparable and incalculable injury for which

Facebook has no adequate remedy at law.

SECOND CAUSE OF ACTION

COMPUTER FRAUD AND ABUSE ACT, 18 U.S.C. § 1030

52.  Plaintiff Facebook realleges and incorporates by reference, as if fully set forth
herein, the allegations in the paragraphs above.

53. Facebook’s computers are protected computers under 18 U.S.C. § 1030(e)(2)
because Facebook’s computers are used in and affect interstate and foreign commerce and
communication.

54.  Tarquini intentionally accessed Facebook’s protected computers in excess of
authorization and without authorization and thereby obtained information from Facebook’s
protected computers in violation of 18 U.S.C. § 1030(a)(2).

55.  Tarquini accessed Facebook’s protected computers in excess of the authorization as
defined in Facebook’s Statement by using software scripts, such as Jacked, to interact with
Facebook using automated means, to post deceptive messages on Facebook, to mislead Facebook
users, to steal Facebook users’ access tokens, and to access the accounts of Facebook users without
their knowledge or authorization.

56.  Tarquini also accessed Facebook’s protected computers without authorization. A fter
Facebook expressly revoked his permission to access Facebook’s protected computers and use

Facebook’s services, and after Facebook deactivated his Facebook account, Tarquini promptly
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created one or more new Facebook accounts. Tarquini’s access without authorization continued
when he used the new Facebook account(s) to create and operate the Fly Photo Editor Facebook
application after Facebook had disabled his prior Facebook applications and ordered him to stop
accessing Facebook. Facebook has disabled the Fly Photo Editor once already, but Tarquini
continues to access Facebook using new account(s) and operating at least one Facebook
application.

57.  Tarquini knowingly, and with intent to defraud, exceeded the scope of his authorized
access to Facebook’s protected computers, and by means of such conduct, furthered his intended
fraud in violation of 18 U.S.C. § 1030(a)(4). He did this by using software scripts, such as Jacked
(which interacts with Facebook using automated means), to post deceptive messages on Facebook,
to mislead Facebook users, to steal users’ access tokens, and to access the accounts of Facebook
users without their knowledge or authorization. By such means, Tarquini obtained things of value,
including Facebook user access tokens and, on information and belief, payment for referral traffic
exceeding $5,000.

58.  Tarquini knowingly caused the transmission of a program, information, code, or
command, and as a result of such conduct, intentionally caused damage without authorization to
Facebook’s protected computers in violation of 18 U.S.C. § 1030(a)(5)(A). Specifically, Tarquini
knowingly developed, used, and distributed software scripts, including but not limited to Jacked, to
automatically access Facebook without Facebook’s authorization, to post deceptive messages on
Facebook, to mislead Facebook users, to steal Facebook users’ access tokens, and to access the
accounts of Facebook users without their knowledge or authorization.

59. On information and belief, Tarquini knowingly, and with intent to defraud,
trafficked in passwords or similar information through which a computer may be accessed without
authorization in violation of 18 U.S.C. § 1030(a)(6) by developing, using, and distributing software
scripts, including but not limited to Jacked, that stole Facebook users’ access tokens with the intent

to transfer those access tokens to others.
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60.  Tarquini caused irreparable and incalculable harm and injuries to Facebook and,
unless enjoined, his conduct will cause further irreparable and incalculable injury for which
Facebook has no adequate remedy at law.

61. Facebook has been damaged in excess of $5,000 during a one-year period by
Tarquini’s actions, including by being forced to expend resources to investigate and prevent
unauthorized access, and access in excess of authorization, and abuse of its computer network.
Facebook seeks compensatory and other equitable relief under 18 U.S.C. § 1030(g) in an amount to

be proven at trial.

THIRD CAUSE OF ACTION

CALIFORNIA COMPUTER DATA ACCESS AND FRAUD ACT,
CALIFORNIA PENAL CODE § 502(c)

62. Plaintiff Facebook realleges and incorporates by reference, as if fully set forth
herein, the allegations in the foregoing paragraphs.

63.  Facebook’s proprietary computer network that hosts its websites is located, in part,
in the State of California.

64.  Afier Facebook disabled his account, Tarquini knowingly and without permission
accessed Facebook’s proprietary computers, computer system, or computer network. Specifically,
Tarquini accessed Facebook without permission when he used software scripts, such as Jacked, to
access Facebook using automated means in order to steal Facebook users’ access tokens and to
access the accounts of Facebook users without their knowledge or permission.

65. Tarquini also accessed and continues to access Facebook without permission by
creating and accessing Facebook through new Facebook accounts and applications after Facebook
revoked his permission to access Facebook and to use Facebook services and after Facebook
disabled his Facebook accounts and applications.

66.  Upon information and belief, Tarquini knowingly and without permission took,

copied, or made use of, data from Facebook’s proprietary computers and computer network by
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using software scripts, such as the Jacked script, to steal user access tokens, and to access the
accounts of other Facebook users without their knowledge or authorization.

67.  Tarquini knowingly and without permission used Facebook’s computers, computer
system, or computer network to devise and execute a scheme to defraud, deceive, and wrongfully
obtain data by using software scripts, such as Jacked, to steal Facebook user access tokens.

68.  Tarquini’s actions have directly, proximately, and irreparably harmed and damaged
Facebook, including, among other things, requiring Facebook to expend resources to investigate
the unlawful access and abuse of its computer network and to prevent such access or abuse from
occurring. The extent and amount of such injury and damage will be demonstrated at trial.

69.  Tarquini’s conduct also caused irreparable and incalculable harm and injuries to
Facebook, which, unless enjoined, will cause further irreparable and incalculable injury for which
Facebook has no adequate remedy at law.

VII. PRAYER FOR RELIEF

WHEREFORE, Plaintiff Facebook prays for the following relief:

A. For injunctive relief, as follows: A permanent injunction enjoining and restraining
Tarquini, and all persons or entities acting in concert with him, during the pendency of this action

and thereafter perpetually from:

¢ Soliciting and/or storing Facebook login information, access tokens, or other
Facebook information or data;

e Accessing or attempting to access Facebook’s website or computer systems or using
any Facebook services;

o Posting any content to Facebook;

o Engaging in any activity that disrupts, diminishes the quality of, interferes with the
performance of, or impairs the functionality of Facebook’s website, applications, or
services; and

e Engaging in any activity that violates Facebook’s Statement or other terms, policies,
or guidelines.

B. An award to Facebook of damages, including but not limited to disgorgement of
Tarquini’s profits and compensatory, statutory, and punitive damages, as permitted by law and in

such amounts to be proven at trial.
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C. An award to Facebook of reasonable costs and attorney’s fees.

D. For pre- and post-judgment interest as allowed by law.
E. For such other relief as the Court may deem just and proper.

DATED: November 13, 2013

PERKINS COIE LLP

By: %J%W/z

Brian Jfehnesgys

Attorneys for Plaintiff
Facebook, Inc,

«15-

COMPLAINT AND DEMAND FORJURY TRIAL
Case No.




[

wn

28

Pepking Coue LLP
ATTOINEYR AT Law

PALG AL

Case3:13-cv-0@$a;L2-JCS Documentl FiIedll/lS/l;’;d Pagel6 of 30

VIII. DEMAND FOR JURY TRIAL

Plaintiff Facebook, Inc. demands a jury trial as 1o all issues triable in this action.

DATED: November 13, 2013 PERKINS COIE LLP

By: -

BrianA# eﬁnM

Attorneys for Plaintiff
Facebook, Inc.
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Statement of Rights and Responsibilities

This agreement was written in English {US). To the extent any translated version of this agreement confiicts with the English version, the English versian controts.
Please note that Section 17 contains certain changes to the general terms for users outside the United States.

Date of Last Revision: December 11, 2012,

Statement of Rights and Responsibilities

This Statement of Rights and Responsibilities ("Statement,” "Terms,” or "SRR") derives from the Facebook Principles, and is our terms of service that governs our
refatianship with users and others who interact with Facebook. By using or accessing Facebook, you agree to this Statement, as updated from time to tme in
accordance with Section 14 below. Additionally, you will find resources at the end of this document that help you understand how Facebook works.

1. Privacy

Your privacy is very important to us. We designed our Data Use Policy to make important disdosures about how you can use Facebook te share with others and how
we collect and can use your content and informatlon. We encourage you te read the Data Use Policy, and to use it to help you make informed decisions.

2. Sharing Your Content and Information
You own all of the content and information you post on Facebook, and you can control how it is shared through your privacy and application settings, In addition:

L. For content that is covered by intellectual property rights, lke photos and videos (IP content}, you spedfically give us the following permission, subject to
your privery and application seftings: you grant us a non-exdusive, transferable, sub-ficensable, royalty-free, worldwide license to use any IP content that
your post on or in connection with Facebook (IP License). This IP License ends when you delete your IP content or your account unless your content has
been shared with others, and they have not deleted it.

2. When you delete IP content, it is deleted in @ manner simitar ta emptying the recycie bin on a computer, Hawever, vou understand that removed cantent
may persist in backup copies for a reasonable period of time (but will not be available to others).

w

. When you use an application, the application may ask for your permission to access your content and Information as well as content and information that
others have shared with you. We require applications to respect your privacy, and your agreement with that application will controf how the application
can use, store, and transfer that cantent and Information. (To learn more about Platform, indsding how you can control what information other people
may share with applications, read our Data Use Policy and Platform Page.)

4. When you publish content or information using the Public setting, it means that vou are aliowing everyone, including people off of Facebook, to access and
use that information, and to assodate it with you (i.e., your name and profile picture).

5. We always appreciate your feedback ar other suggestions about Facebook, but you understand that we may use them without any obligation to
compensate ycu for them (just as you have no obligation to offer them).

3. Safety

Vie do our best to keep Facebook safe, but we cannot guarantee it. We need your help to keep Facebook safe, which indudes the following commitments by you:

. You will not post unauthorized commerdal communications (such as spam) on Facebook.

~

. You will nat colfect users’ content or information, or otherwise access Facebook, using automated means (such as harvesting bots, robots, spiders, or
scrapers) without our prior permission.

w

- You will not engage in untawful multi-level marketing, such as a pyramid scheme, on Facebook.
. You will not upload viruses or other malicous code.

. You will not sclidt logtn information or access an account belonging to someone else.

[T N

. You will not bully, intimidate, or harass any user.

~

. You will not post content that: is hate speech, threatening, or pornograptic; incites vioience; or contains nudity or graphic or gratuitous violence.

=

- You will not develop or operate a third-party application containing alcohal-refated, dating or other mature content (indluding advertisernents) without
appropriate age-based restrictions.

9. You will foliow our Prometions Guidelines and al applicable laws if vou publidze or offer any contest, giveaway, or sweepstakes ("promation”) on
Facebook.

10. You will not use Facebook to do anything unlawful, misteading, malicious, or discriminatory.

11. You will not do anything that could disable, overburden, or impair the proper working or appearance of Facebaok, such as a denial of service attack of
interference with page rendering or other Facebook functionality.

12. You will not facllitate or encourage any violations of this Statement or our policles.

4. Registration and Account Security

L O O S U SO PO O
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* 0 registering and malntaining the security of your account;

1. You will not provide any faise personal information on Facebook, or create an account for anyone other than yourself without permission.

2. You will not create more than one personal account.

3. If we disable your account, you will not create another one withaut our permission

4. You will not use your personat tirmeline primarily for your own commerdial gain, ard will use a Facebook Page for such purposes.

5. You will nat use Facebook i you are under 13.

6. You will not use Facebook if you are a convicted sex offender,

7. You wil keep your contact information accurate and up-to-date.

8. You will not share your password {or in the case of developers, your secret key), let @nyore else access your account, or do anything else that might

jeopardize the security of your account.
9. You will not transfer your account {indluding any Page or application you administer) to anyone without first getting our written permission.

10. If you select a username or similar identifier for your account or Page, we reserve the right to remove or reclaim it if we believe it is appropriate (such as
when a trademark owner complains about a username that does not dlosely relate to a usec's actual name).

5. Protecting Other People's Rights

We respect other people's rights, and expect you to do the same.

-

. You will not post content cr take any action on Facebook that infringes or violates someone else's rights or otherwise violates the law.

2. We can remove any content or information you post on Facebook If we believe that it violates this Statement or our policies.

w

. We provide you with tocls to help you protect your inteffectual property rights. To learn more, visit our How to Report Ciaims of Intelfectual Property
infringement page.

o5

. 1f we remove your content for infringing someone else's copyright, and yous helieve we removed it by mistake, we wilt provide you with an apportunity to
appeal.

w

. If you repeatedly infringe other people's Intellectual property rights, we will disable your account when appropriate.

6. You will not use our copyrights or trademarks {Induding Facebook, the Facebook and F Logos, FB, Face, Poke, Book and Wall), or any confusingly simitar
marks, except as expressly permitted by our Brand Usage Guidelines or with our prior written permission.

~

. If you coliect information from users, you will: obtain their consent, make it clear you {and not Facebcok) are the one collecting their information, and
post a privacy policy explaining what information you collect and how you wilf use It.

o

. You will not post anyone's identification documents or sensitive finandial Information on Facebook.

o

. You will not t3g users or send email Invitations to non-users without their consent, Facebook offers socat reporting tools to enable users to provide
feedback abaut tagging.

6. Mobile and Other Devices

1. We currently provide our mobile services for free, but please be aware that your carrier's normal rates and fees, such as text meessaging fees, will stiil
apply.

2. In the event you change ar deactivate your moblle telephone number, you wilt update your account informatton on Facebook within 48 hours to ensure
that your messages are not sent to the person who acquires your old number.

3. You provide consent and all rights necessary to enable users to sync (indluding through an application) their devices with any information that is visible to
thern on Facebook.

7. Payments

If you make a payment on Facebook or tse Facebook Credits, you agree to our Payments Terms.

8. Spercial Provisions Applicable to Social Plugins
If you include cur Sadal Plugins, such as the Share or Like buttons on your website, the following additlonal terms apply to you:

1. We give you permission to use Facebiook's Social Plugins so that users can post links or content from your weebsite on Facebook.

2. You give us permission to use and allow others to use such links and content on Facebook.

3. You will not place a Social Piugin on any page containing content that would violate this Statement if posted on Facebook.

9. Special Provisions Applicabie to Developers/Operators of Applications and Websites
If you are a developer or operator of a Platform application or website, the following additional terms apply to you:

1. You are responsible for youe application and its content and aff uses you make of Platform. This includes ensaring vour application or use of Platform
meets our Faceho torm Policies and our Advertising Guidelines.
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2. Your access to and use of data yau receive from Facebook, will be limited as follows:

1. You will only request data you need to operate vour application.

2. You wilt have a privacy pclicy that tells users what user data you are geing to use and how ycu will use, display, share, or transfer that data
and you will indude your privacy policy URL in the Develaper Apghication.

3. You will not use, display, share, or transfer a uzer’s data in a manner inconsistent with your privacy policy.

4. You will delete all data you receive from us concerning a user if the user asks you to do s, and will provide a mechanism for users to make
such a request.

S. You wilf not include data you receive from us conceming a user in any advertising creative.

6. You will not directly or indirectly transfer any data you receive from us to {or use such data in connection with) any ad network, ad exchange,
data broker, or other advertising refated toolset, even if a user consents to that transfer or use.

7. You will not sell user data, If you are acquired by or merge with a third party, you can continue to use user data within your application, but
you cannot transfer user data outside of your application.

8. We can require you to delete user data if you use it in a way that we determine is inconsistent with users’ expectations.
9. We can limit your access to data.

10. You will comply with all other restrictions contained in our Facebouok Platform Polidies.

3. You will not give us information that you independently coflect from a user or a user’s content without that user's consent.
4. You will make it easy for users to remeve or disconnect from your application.

5. You will make it easy for users to contact you. We (an also share your email address with users and others daiming that you have infringed or othenwise
violated their rights.

b=l

. You will provide custemer support for your application.

. You will not show third party ads or web search boxes on www.facebook.cony,

@™ o~

. We qive you all rights necessary to use the code, APIs, data, and tools you receive from us.

)

. You will not sell, transfer, or sublicense our code, APIs, or tools to anyone.
10. You wilf not misrepresent your relationship with Facebook to others.

11. You may use the logos we make available to developers or issue a press refease or other public statemnent so long as you follow our Facebeok Platform
Paticies.

12. We can issue a press release describing our relationship with you.

13. You will comply with all applicable faws. In particular you will (if applicable):

1. have a policy for removing infringing content and terminating repeat infringers that complies with the Digital Millenniuny Copyright Act.

2. comply with the Video Privacy Protection Act (VPPA), and obtain any opt-in consent necessary from users so that user data subject to the VPPA
may be shared on Facebook. You represent that any disdosure to us will not be inddental to the ordinary course of your business.

14. We do not guarantee that Platform will always be free.

-
w

You give us alt rights necessary to enable your application fo work with Facebook, induding the right to incorporate content and information you provide
to us into streams, timelines, and user action stories.

16. You give us the right to link to or frame your application, and place content, induding ads, around your application.

17. We can analyze your application, content, and data for any purpose, including commercial (such as for targeting the defivery of advertisements and
indexing content for search).

18. To ensure your application is safe for users, we can audit it.

19. We can create applications that offer similar features and services to, or otherwise compete with, your application.

10. About Advertisements and Other Commercial Content Served or Enhanced by Facebook
Our goal is to Cellver ads and commercial content that are valuable to our users and advertisers. In order to help us do that, you agree to the fellowing:

1. You can use your privacy settings to limit how your name and profile picture may be assodated with commerdal, sponsored, or related content (such as a
brand you like} served or enhanced by us. You give us permission to use your name and proflle picture In connection with that content, subject to the
linvits you place.

2. We do not give your content or information to advertisers without your consent.

w

. You understand that we may not always identify paid services and communications as such.

11. Spedal Provisions Applicable to Advertisers

You can target your desired audience by buying ads on Facebook or our publisher network. The following additional terms apply to you if you piace an order through
cur onfine advertising portat (Order):

1. When you place an Order, you will teli us the type of advertising you want to buy, the amount you want to spend, and your bid. If we accept your Order,
we will deliver your ads as inventory becomes available. When serving your ad, we do cur best to deliver the ads to the audience you spedfy, aithough we
cannot guarantee in every instance that your ad will reach its intended target.

2. In instances where we believe doing so will enhance the effectiveness of your advertising campaign, we may broaden the targeting criteria you specify.

3. You will pay for your Orders in accardance with our Rayraents Tesris. The amount you owe will be calculated based on our tracking mechanisms.
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. Your ads wili comply with our Advertising Guidelines.
. We will determine the size, placement, and positioning of your ads.

. We do not guarantee the activity that your ads will receive, such as the number of dicks your ads will get.

- T BN

. We cannot control how clicks are generated an your ads. We have systems that attempt to detect and filter certain click activity, but we are not responsible
for dick fraud, technological issues, or other potentially invalid dick activity that may affect the cost of running ads.

B. You cant cancel your Order at any tirne through our oniine portal, but it may take up to 24 hours before the ad stops running. You are responsible for
paying for all ads that run.

-

. Our license to run your ad wit end when we have compieted your Order. You understand, however, that if users have interacted with your ad, your ad i
may remain until the users delete it. ;

10. We cen use your ads and refated content and information for marketing or promotional purposes.
11, You will not issue any press release or make public statements about your refationship with Facebook without our prior written permission.
12. We may reject or remove any ad for any reason.

13, If you are placing ads on someone else's behalf, you must have permission to place those ads, including the following:

1. You warrant that you have the legal authority to bind the advertiser o this Statement.

2. You agree that if the advertiser you represent violates this Statement, we may hold you responsible for that viotation.

12. Special Provisions Applicable to Pages

1f you create or administer a Page on Faceboak, or run a promotian or an offer from your Page, you agree to our Pagres Terms.

13. Special Provisions Applicable to Software

1. If you download our software, such as a stand-alone software product or a browser plugin, you agree that from time to time, the software may download
upgrades, updates and additional features from us in order to improve, enhance and further develop the software.

2. You will not modify, create derivative works of, decompile or otherwise atternpt to extract source code from us, unless you are expressly permitted to do
50 under an open source license or we give you express written permission,

14. Amendments

1. Unless we make a change for legal or administrative reasons, of to corredt an inaccurate statement, we will provide you with seven (7) days notice (for
example, by posting the change on the Facebook Site Governance Page) and an opportunity to comment on changes to this Statement. You can also wisit
our Farehook Site Governance Page and "like" the Page ta get updates about changes to this Statement.

N

. 1f we make changes to policies referenced in or incorporated by this Statement, we may provide notice on the Site Governance Page.

w

. Your continued use of Facebook foliowing changes to our terms constitutes your acceptance of our amended terns.

15. Termination

If you violate the letter or spirit of this Statement, or otherwise create risk or possible iegal exposure for us, we can stop providing all or part of Facebook to You. We
will notify you by email or at the next time you attempt to access your account. You may also delete your account or disable your application at any time. In all such
cases, this Statement shall terminate, but the fallowing provisions will stif apply: 2.2, 2.4, 3-5, 8.2, 6.1-9.3, 0.9, 9.10, 9.13, 9.15, a.18, 10.3, 11.2, 11.5, 11.6,
11.9, 11.12, 11.13, and 15-18.

16. Disputes

1. You will resolve any daim, cause of action or dispute {claim} you have with us arising out of or relating to this Statement or Facebaok exdusively in a state
or federal court located in Santa Clara County. The faws of the State of California will govern this Statement, as well as any daim that might artse bebween
you and us, without regard to conflict of law provisions. You agree to submit to the personal jurisdiction of the courts focated in Santa Clara County,
California for the purpose of litigating all such claims.

2. 1f anyone brings a claim against us related to your actions, content or information on Facebook, you will indemnify and hold us harmiess from and against
all damages, losses, and expenses of any kind (induding reasonable legal fees and costs) related to such claim. Although we provide rules for user
conduct, we do not control or direct users' actions on Facebook and are not responsitie for the content or information users transmit or share on
Facebook. We are not responsible for any offensive, inappropriate, obscene, unlawful or otherwise objectionable content or information you may
encounter on Facebook. We are not responsible for the condudt, whether online or offtine, or any user of Facebook.

3. WE TRY TO KEEP FACEBOOK UP, BUG-FREE, AND SAFE, BUT YOU USE 1T AT YOUR OWN RISK. WE ARE PROVIDING FACEBOOK AS IS WITHOUT ANY
EXPRESS OR IMPLIED WARRANTIES INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, AND NON-INFRINGEMENT. WE DO NOT GUARANTEE THAT FACEBOOK WILL ALWAYS BE SAFE, SECURE OR ERROR-FREE OR
THAT FACEBOOK WILL ALWAYS FUNCTION WITHOUT DISRUPTIONS, DELAYS OR IMPERFECTIONS, FACEBQOK IS NOT RESPONSIBLE FOR THE
ACTIONS, CONTENT, INFORMATION, OR DATA OF THIRD PARTIES, AND YOU RELEASE US, OUR DIRECTORS, OFFICERS, EMPLOYEES, AND AGENTS
FROM ANY CLAIMS AND DAMAGES, KNOWN AND UNIKNOWN, ARISING OUT OF OR IN ANY WAY CONNECTED WITH ANY CLAIM YOU HAVE
AGAINST ANY SUCH THIRD PARTIES. IF YOU ARE A CALIFORNIA RESIDENT, YOU WAIVE CALIFORNIA CIVIL CODE §1542, WHICH SAYS: A
GENERAL RELEASE DOES NOT EXTEND TO CLAIMS WHICH THE CREDITOR DOES NOT KNOW OR SUSPECT TO EXIST IN HIS FAVOR AT THE TIME OF
EXECUTING THE RELEAGE, WHICH IF KNOWN BY HIM MUST HAVE MATERIALLY AFFECTED HIS SETTLEMENT WITH THE DEBTOR. WE WILL NOT BE
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. LIABLE TO YOU FOR ANY LOST PROFITS OR OTHER CONSEQUENTIAL, SPECIAL, INDIRECT, OR INCIDENTAL DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THIS STATEMENT OR FACEBOOK, EVEN IF WE HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. OUR
AGGREGATE LIABILITY ARISING OUT OF THIS STATEMENT OR FACEBOOK WILL NOT EXCEED THE GREATER OF ONE HUNDRED DOLLARS ($100)
OR THE AMOUNT YOU HAVE PAID US IN THE PAST TWELVE MONTHS, APPLICABLE LAW MAY NOT ALLOW THE LIMITATION OR EXCLUSION OF
LIABILITY OR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU. IN SUCH
CASES, FACEBOGOK'S LIABILITY WILL BE LIMITED TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW.

17. Specdial Provisions Applicable to Users Outside the United States

We strive ko create a global community with consistent standards for everyone, but we also strive to respect focal laws. The following provisions apply to users and
non-users who interact with Facebook outside the United States:
1. You consent fo having your persanal data transferred to and processed in the United States,

2. if you are located in a country embargoed by the United States, or are on the U.S5. Treasury Department's list of Spedatly Designated Nationals vou will
not engage in commerdal activities on Facebaok {such as advertising or payments) or operate a Platform application or website,

3. Certain specific terms that apply only for German users are avallable here.

18. Definitions

-

. By "Facebook" we mean the features and services we make avallable, induding through (2) our website at www .facsbook.com and any other Facebook
branded or co-branded websites (induding sub-domalns, intemational verstons, widgets, and mobile verslons); (b) our Platform; (c) sociaf plugins such as
the Like button, the Share button and other similar offerings and (d) other medfa, software (such as a toolbar), devices, or networks now existing or later
developed.

2. By "Platform" we mean a set of APIs and services (such as content) that enable others, including application developers and website operatars, to retrieve
data from Facebook or provide data to us.

w

. By "information” we mean facts and other Information about you, induding actions taken by users and non-users who interact with Facebcok.

a

. By “content” we mean anything you or other users post on Facebook that would not be induded in the definition of information.

5. By "data” or "user data” or "user's data" we mean any data, induding a user's content or information that you or third parties can retrieve from Facebook
or provide to Facebook through Platform.

By "post” we mean post on Facebook or otherwise make avaflable by using Facebook.
. By "use" we mean use, copy, publicly perform or display, distribute, modify, translate, and ereate derivative works of.

. By "active registered user” we mean a user who has jogged inta Facebook at least once in the previous 30 days.

o o N o

. By "application” we mean any application or website that uses or accesses Platfarm, as well as anything else that recelves or has received data from us. If
you na langer access Platform but have not deleted all data from us, the term application will apply until you delete the data.

19. Other

—

. If you are a resident of or have your pringipal place of business in the US or Canada, this Statement is an agreement between you and Facebook, Inc.
Otherwise, this Statement is an agreement between you and Facebook Ireland Limited. References ta “us,” "we,” and "our” mean either Facebook, Inc. or
Facebook Ireland Limited, as appropriate.

2. This Statement makes up the entire agreement between the parties regarding Faceboak, and supersedes any prior agreements.

w

. If any portion of this Statement is found to be unenforceable, the remaining portion will remaln in full force and effect.

. If we fail to enforce any of this Statement, it will not be considered a waiver.

. Any amendment to or waiver of this Statement must be made in writing and signed by us.

. You wiil not transfer any of your rights or obligations under this Statement to anyone else without our consent.

~N o v &

. Al of our rights and obligations undey this Stat t are freely assignable by us in connection with a merger, acquisition, or sale of assets, or by
operation of law or otherwise.

8. Nothing in this Statement shail prevent us fron: complying with the faw.
9. This Gtatement does not confer any third party heneficiary rights.
10. We reserve all rights not expressly granted to you.

11. You will comply with all applicable faws when using or accessing Facebook.

You may aiso want to review the following documents, which provide additional information about your use of Facebook:

Data Use Policy: The Data Use Policy contains informatian ta help you understand how we coliect and use information.

Payivent Terms: These additiona terms apply to all payments made on or through Facebook.

Platform Pane: This page helps vou better understand what happens when you edd a third-party application or use Facebook Connedt, induding how they
may access and use your data.

fFacebook Platform Policies: These guidelines outiine the policies that apply to applications, including Cocnect sites.

Advertising Guidetines: These guidelines outiine the policies that apply to advertisements placed on Facebook.

Promotions Guidelines: These guidelines outline the polides that apply if you offer contests, sweepstakes, and other types of promotions on Facebook.
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» Pages Terms: These guidelines apply to yaur use of Facebook Pages.
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Facebook Platform Policies

This agreement vias wrtten n Englsh (US), To the extent any transbted verson of this agreement conficts with the English version, the

Englsh verskn contiads.

Adators { ang

Qe

Introduction

Date of Last Ry Augisst 20, 2013

Facebook Platform s an extensior: of Facenook, wwhase misson s to

aice the world more open and conrected.

I you use Social Plugins, SDKs for Facebiaok, or operate a Platform app or webste, you are requred to comply vith, and are subject to,

the folowang dacurvents:

Here are some txam

Principles

stermert of Rights ard Regpe
: the sprt of the &
o5 the letter of the law for Platform,

nd £

raqurements for anyone who uses Facsbook.
« for Piat‘or'n

15 for speaifics,

Create a great user experience

+ Buid socal and engagng applcations
* Gwve users choke and control
* Help users share expressive and relevant content

Be trustworthy

* Respect privacy

* Don't miskad, confuse, defraud, ar surprse usars
* Don't spam - ericowrage authertic communcatons

Policies

1, Features and Functionality

1. You must not violate any

law or the rights &:f any individual o entty, and must not expose Facebook or Facebook users to harm or

legal labilty as determined by us  aur sk dicretion. In particular you wil (if applcable): comply with the Video Prvacy Protectan
Act {VPPA), and obtain any opt-n consent necessary from users so that user data subject to the YPPA may be shared an

Facebook. You represant

~

. You must not creumvent

oW

aeate a physcal product
. If you exceed, or plan to

v

that any disclosure to us wi nct be nodental to the srdinary course of your business,

. You must ot nclude functionalty that praxies, requests or colects Facebook usermames or passwords.

{or ciam to arcumvent) our mitended Imratans on core Facebook festures and funcrinnaity.

. 1 you offer a service for & user that mtegrates usar data nto a physkal product (sueh as a sarapbook or calendar), you must anky

for that user's personal and non-commercal usa,
exceed, ary of the folowing thresheids please cortact us as you may be subsect to addtional terms: {>5M

MAU} or {> 100M APT caks per day) or (>508 mrpressions per day).

~N o

. Specal provison for apps

. Your app or website must offer an eapict "Log Out” cption,

on Pages: When a user vsks ynur Page, if they have not gven explct pemission by authorzng yaur

Facebaok app or directly providng nfarmation to your Page, you may only use informaton abtamed fram us and the user's

nteraction with your Page

n connection vith that Page. Far exampls, akhough you may use aggregate analtes for your ndividuai

Page, you must not combne nformaton fiom any other sources to custormize the user's experence o your Page and may not use
any nformatan about the user's interaction with your Page w any ather context (sach as analytics or custormization across other

Pages or websikas}.

@

. ¥ou must nat use or make denvatve use of Facebook icens, or use terms tor Facebook features and functionaity, i such use couid

confuse users nto thnking that the reference s to Facetwook features or functionaity.

0

. Mobie Web Apps that are running vwithin the Facebaok (05 app must not accept payments. In particular, these apps must nat

reference, use, or othenwse encourage the use of Facebock Payments or other non+Q$ appraved payment mathods.
10. Recprocty and Repheatng wwre functionaity: {a) Recprocty: Facebook Platform ensbies developers to buid personalzed, socal

experiences va the Graph API and related APIs. If you use any Fac

i

cok APIs to buld personalzed or social experences, you must

ko enabie peopk: to easdy share ther experences back wh people on Farehook, {b) Repiating core funchonaiy: You may nat

use Facebook Platform to

promaote, of ta expart user data te, a product or service that replicates a core Facebook product or

service vathout our pernyssion.

11. The primary purpase of y:

aur Canvas or Page Tab app on Facebook must not be te smply rediect users out of the Facebaok

experience and onto an exterrai ste,
12. You must not indude data obtaned fiorni us 1 any search engne o drectory wihout cur writen permsswon.
13. Specal provisicns for games:

a. Desktop web games off of Far
frend Ist), Socal Pugins and publshmg {e.g., Feed Deicg, Stream Publsh

rat request :
b. Games on
rot use ¢

c. Games cn £

<o may anky use Facebnok Login (Authentcaton, excudng user connechons such as
r Open Graph). when authenticating, these gantes may

i and maobke must mt ;havﬂ the same app IEJ vaeh cesktop ‘-.Pb gamies off of Facebnek comi. You must

A5 apps to promote of ink to game stes off of Faceback, and must net use emaks cbraned from us to promote of ik
to desktop web games off of Facebeok.c

v or Mobie Web rrwst use Facebook Payments as ther sok and exdusive payment method For al vrrual

gnods and currencies maﬂc avalahle to uszrs within the game. A ather paynient u,)tlns are prehbited within gamas on

"Payment Method” we mean any metnod that alews a user to complets a ransacton n a game that 1
Vieb, mduding, without Imtawn, by exehangng monetary valie for vrtual cu

ency or vitual goods, whether directly at the time of

purchase of via any previous ransaction such as the user's earter purchase of a prepaid oift card or electranic code. In-game

vravarde af wrtval curanm or vtz cande aaroad b cesrs threoanh faneeniau stk alnna ars svempt fiam thie dafiirnn
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d. Games on Facebook.corm or Moble Web may reward users vith vitual currency or vitual gonds in excharge for user actions that
do not involve third parties, but revards for user actions that ivvolve third parties must be povered hy Faceboak Payments by
ntegratng Facebook Payments offers. For exampie, you may not reward users with virtual currency or vitual goods in exchange for
any action in which parsonaly identfiable nformation ts shared with a thid party, you may not reward users vath vitual curency or
vrtual goods m exchange for third party dowmbads, such: as teobars or mgtones, ancl you may not reward users with virtual
currency for engaging n passive actions offered by third parties, such as watching 2 video, playing a2 mini-game, or taking an
anonyrnous pol.

I1. Data Collection and Use

N

a

w

@™

3

10,

12,

13.
14,

15.

. You v only request the data you need to operate your appfication
. You may cache data you receive through use of the Faceboak API n order to improve your application’s user experience, but you

shisuld try to keep the data up to date. This permission does not give you any rights to such data.

. You wi have a pivacy polcy that tels users what user data you are gong to use and haw you vl use, display, share, or transfer

that data. In addian, you wil ncude your privacy pobcy URL in the App Dashboard, and must also inchide a brk to your app’s
prvacy poicy n any app marketplace that provides you wih the functioraity to do so.

. Unti you display a conspicuous ink to your prvacy pokcy in your app, any data accessed by your app (inckidng basic accourt

nformation) may only be used in the context of the user's experiance in that app. A user's friends’ data can only be used n the
cantext of the users experience on your application,

. Subjedt to certan restrictions, ncuding on use and transfer, users give you their basic account infermatun when they connect with

your appkcation. For al other data obtaned through use of the Facebook API, you must obtan expldt consent from the user vhe
provided the data to us before using t for any purpose cther than displaying & back to the user on your apphcation.

. You vil not drectly or ndrectly transfer any data you receve frem us, ndudng user data or Facebook User IDs, to (o use such

data n connection with} any ad network, ad exchange, data broker, or other advertising or monetization related toolset, even if a
user cansents to such transfer or use. By indrerty we mean you cannot, for example, transfer data to a third party who then
transfers the data to an ad network. By any data we mean al data obtaned through use of the Facebook Platform (AP}, Social
Puugns, etc.}, nduding aggregate, anonymous or derivative data.

. You wil not use Facebook User IDs for any purpose outside your appication {e.g., your infrastructure, code, or servces necessary

tor buld and run your applcation). Facebook User IDs may be used with external services that you use to buld and run your
appication, such as a web nfrastructure service or a distrbuted computing platform, but only if these services are necessary to
runnng your application and the service has a contractual obigation with you to keep Facebook User [Ds confidential,

. 1f you need an anonymous unique identifier to share outside your appication with third parties such as content partners, advertisers,

ar ad networks, you must use our mecharsm. You must never share this ananymeus unique Kentifier wth a data broker,
nfarmation biokes, or any other service that we may define as sudt under our sole discretion.

. You wi not sel or purchase any data obtaned from us by anyone. If you are acquired by or mzrge with a thic party, you can

continue to use user data wthin your apphcation, but you cannot transfer data outside your appheation.
1f you stop using Piatform or we disable your application, you must delete al information about a user you have received from us
unless: (a) & s basc account nformation; or (b) you have recened explict consent from the user to retain ther data.

. You cannot use a user’s friend st outside of your applcation, even if a user consents to such use, but you can use connections

between users who have both connected tc your appkcation.

You wi delete al data you receive from us conceming a user f the user asks you to do su, and wil provide an easly accessible
mechanism for users to make such a request. We may require you to delete data you recene from the Facebook AP if you visiate
our teIms.

You v not include data you receve from us concemng a user in any advertisng ceatwe, wihout exphct consent from: that user.
You must not gve your searet key and access tokens te another party, unless that party is an agens acting on your behalf as an
aperator of your applcation. You are responsble for af activities that occur under your account identifiers,

Sharing nformation with Facebook:

a. You must not use, display, share, or transfer a user's data n a manner inconsistent with your privacy policy, and must not give
us nformation that you independently coledt from a user or a user's content without that user's consent.

b. You must provide an opt-out to users where required.

C. You must not knowingly share nformation with us that you have colected from chidren under the age of 13 unless you obtan
verifiable parentaj consent that covers Facebook's colection, use and disdosure in complance vith applicable law.

d. Web sites or services drected to chidren under 13: If you use Social Pugins or our JavaScrpt SDK For Facebaok on stes and
services that are drected to chidren under {3, you are responsble for complying with all appicable laws. For example, if your web
ske or service 5 directed to chidren in the Untted States, or knowingly colects personal information from chidren in the Unied States,
you must comply with the U.S. Chidren’s Online Privacy Protection Act. You must akso adhere to our usage rates,

e. We can analyze your app, content, and data (ndudng data about users' use of your app) for any purpose, ncuding commiercial
(such as for targeting the delvery of ads on and off Facebook and indexing content for search} or to provide you with nsights abeut
the effectiveness of your ads or the use of your app.

f. We can montor your use of, or colect usage data related to, SDKs (ncudng unique identifiers, associated IP addresses, version
numbers, and which tooks or services are being used and how they are beng used).

¢. We vl use information we receve from you in accordance with our Datis Use Peiy.

III. Content
A. General

1

Responsbity for content: You are respansble for af content of and vwthin your apphcation, incuding advertsements, user-generated
content, and any cortent hosted, streamed or otherwise delvered to users by third partes. You must make it dear that ths content
5 not provided by Facebook. You must alsc comply with the Facebook Communty Standards.

. Demographu restrictions: You are resporsble for restricting access to your centent in accordance veth our content paices and af

appicable laws and regulations. Athough vee providi control to assist with this, please note that we make no representations
regarding the sufficency of any controls proviced tn you and that you are utimately responsible for establshing kegaly complant
rastrictions for each country where your app & visbie.

. Advertisements and cross-promobons:

@. You must not ncude advertsements, cross-promote other applcations, or pravide web search functionalty n content dstnbuted
through Facebook sccai channels,

b. You can only utiize advertisng or simiar monetization related preducts or services om companies that appear on ths &t of
Advertisng Providers withn Apps an Faczbook.cam,

. Promanons: 1f you nin, reference, or facitate a promoton {contest, compettion, or sweepstake) on Facebook, you must comply

wth Facebook's Pramotions Guideines,

. Permission from Facebook: You must not promote, or provide content referenang, facktatng, or contaning onine gambing, onine

real money games of skil or onbne lotteries wihout our varitten permission,

. Qualty of content: you are responshle for providing users with a qualty experience and must not confuse, defraud, nislead, spam

or surprise users. For example, vou must monkor your 2pp’s negative feedback in Appication Insights to ensure & stays below our
thresholds, avou excessive advertisements or bugs, and ensure the descriotion of your app is consistent with your app’s content.

8. Content Rights

1.

You agree that you wii not promote or provide content that references, facitates, contans or uses content that nfringes upon the
nghts of any third party, ncuding ntelectual property rghts, privacy, publicty, moral or other personal er propretary nights, or that is
deceptive or fraudulent.

. You must ensure that you ova or have secured al rights necessary to copy, dsplay, dstribute, debver, render and publicy perfarm
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3. You are responsiie for af keensing, repoarting and payout ebigations to thrd partees required in connection swith content 5f ar vathin
your application,

4. You must use commercialy reasonable gen-fiterng technology to block access to your application’s contert in countries where you
are unauthorzed to deliver such content, or where dekvery of such content would othenise nfringe the rights of a thrd pary.

5. ARhough we have no shigation to do so, n our sok dscretion we may reguest, and you are recuired to provide us, proaf that your
appicaton and any cantent of or wthin your applcation & properly censed.

C. Third Party Content
If your application contans content submitted or provided by thid parties, you must comply with the folavang rules:

1. Inthe tUnited States you must take al steps required to fal vichn the appicable safe harbers of the Digtal Milenaum Copyrght Act
nduding designatng an agent to receive notices of damed nfingement, stkuting a repeat nfringsr termination pokcy and
mplementing a "notice and takedown” process. In other countries, you must comply wikh kical capyright kaves and mplement an
appropriate "notice and takedovn" process upon receiving a natke of climed infringement.

V. Application Integration Paints

1. You must not ncentivize users to use (or gate content behind the use of) Facshook sacal channe’s, af mply that ar incentive is
divectly tied to the use of our channels.

2. You must not pre-f any of the fiekls assocated wih the folowing products, unless the user manualy generated the content earier in
the workflovs: Stream stories (user_message parameter for Facebook.streamPublsh and FB.Conned: streamPubish, and message
parameter for stream.pubish), Phatos {caption), Videos (description), Notes (ttle and content), Links (comiment), and Jabber/XMPpR,

3. If a user grants you a pubishng pemussicn, actions you take on the user's behaf must be expected by the user and consistent vith
the user's actions wihin youwr app.

4, Platform ntegrations, naudng secial plugns
a. Yow advertsements must nat inciude or be paked wth any Platform integrations, ncuding social plugns such as the Uike button,
\wikhout our written permission,

b. You must not sef or purchase placement of our Socal Plugins, and must not facitate or partidpate h any ike exchange progeam,
€. You must not incentivize users to Like any Page ather than your own ske or appication, and any incentive yeu peavide must be
avaiable to new and existng users vho Like your Page,

d. You must not obscure or caver elements of our social plugins, such as the Lke button or Lke box plugn.

€. Ad networks, ad exchanges, and data brokers must not use Facebook’s Platform, logos, and trademarks {ncluding, but nat imied
to, Platform APls, sociai plugns, the Share button, and the F logo).

5. Facebook messagng {.e., emai sent to an @facebook.com address) s designed for communication between users, and not a
channel for applcations to communicate drectly with users.

V. Enforcement

We can take enforcement action aganst you and any or al of your appicaticns if we determine in our sole judgment that yau or your
applcation violates Facebook Platform Terms and Policies. Enforcement action i both automated and manual, and can include dsabing your
appication, restricing you and your applcation’s access to Platforrn functionalty, terminating our agreements vith you, or any ather action
as we n our sole discretion deern appropriate.

Commwnication wrh developers takes place via an emai sent from the facebook.com or facebookmad.com dormain to the contact emal
address regstered to the appication. To stay n touch, please ensure that your ernal address is current and that you do not fter out any
such messages.

V1. Changes

We can change these Platform Polides at any time wihout prior notice as we deem necessary. Your continued use of Platform constieutes
acceptance of those changes.

VII. Branding and Promotion Policy

1. You must folow the guidelines set forth in the Facebock Brand Resource and Parmissions Centay,
2. Your app's descrption, dsplay name and icons must adhere ta our Advertsing Geklelnes.

VIIL Advertising Guidelines

IX, Facebook Developer Payments Terms

Developers partiopatng n the program for accentng payments are subject te these terms,

X. Ads APY

1. Separate apps: You must use separate apps for your staging, self-service, managed service, and white-labeled apps. If you offer a
white-label version of your app, you must only do so by eating 2 unique app for each end-advertiser {or requinng each end-
advertiser to create ther ovn app) and you must rclude a requred figld for the thrd party to agree to Facebook's Patform Polces.

. Separate ad accounts: You must use separate ad accounts for each end-advertser and use our muki-ckent manager funcrionaity to
structure your end-advertser accourtts. You must never combine mutiple end-advertisers vathin the same ad account, and this
ndudes therr Facebook connections {ex: pages and apps}.

. Freemum: If you offer a free or trial version cf an ads API app, you nwst alow no more than 50 ad creations per day per
customer, require phone or emat vecification for 3l new accounts, anc prohbk afflate networks from using your technohogy.

4. Pricng ransparency:
2. You must only charge fees for the use of your teaks and mianaged services, and must only Go so on a fixed fee {per campaign or
period} or variable percentage of ad sperd. You must dedose to your clents the actual amount that yeu spert on Facebook
advertkng based on the auttion pricing, ncluding the actuai Facebeok metrics (e.g. CPC, (PM rate} and the amount you charged as
fees. We reserva the right to disclose this nformatian to vour dient upon ther request. We mary require documentation from: you to
enswe your complance vath ths poky.
b. You must not sef ads on a fixed CPM or CPC basis wher using the Facsbeak advertising auction wihout our prior permission.

. Data colection and use:
2. You may place 1x1 pixel view tags on certan advertisernents with our prior autherization,
b. Al data colected or obtained by you or the end-advertiser, inclidng but not kmted to al view tag data that & not otherwse
avaiable through the Facebook service, and af data derived therefrom, may only be used by you or the end-advertises on an
anonymous bass to optimize and measure the performance of that end-advertiser's Facebaok campaign. Nether you nor the end-
advertser may use data for the folowsng purpases: retargeting whether oa or off of the Facebook service; to commingle data across
an advertiser's campaigns from mukiple platforms; to bukd or augnsent any user profies, or to use piggybacking or rediects widy the
1x1 pixel tags, or for any other purpase not expressly authonzed by us.
€. You must not permk any person {other than an agent acting on the end-advertser's behalf} ta access the end-advestser's Ad or
Sponsored Story advertisng statistics, nckiding but not fmted to, fixed CPM rates and any other tav, aggregate, o ansnymous

~

w

w




Favehook § 2013 - Enghsh (US)

5312-JCS Documentl Filed11/15/%3) Page28 of 30

statstics derived from this data.

. Separate Reporting: If you use last-cick attrbution, create reporting toois that separate Facebook reporting from other channels. For
example, dont create reportng dashboards that drectly compare Facebook Ads metrics to search or display marketing metrics on a
last-cick bass. If you support sther dhannels, you nmust ether aeate a separate Facebook tool, ndude Facebook metrics n a
separate Facebonk section of your tacl, or show muki-touch atirbution results side-by-side vith last-chck attrbution resuts. You may
report. Facebook moble ads ROI metrics as they reiate ta cther moble ads charneks.

. Self-service reporting for Homepage ads: You must incude a self-service reporting dashboard, through which end-advertisers may
access up-to-date reports (raw ad statistics) for al avalable data points of ther Homepage Ad and Sponsored Story campagns.

8. Biddng types: You must mplement al biddng types, induding Optmized CPM, and you must nat defauk to 2 specfic type {ex: you
must not defaul to CPC and hide oCPM).

. Custom Audiences:

a. 1f you use custom audiences you must comply with the Custorp Audence Terme,

t. You may create a custom audience on a dient’s behalf but must only use the dent’s customer data to do so {&x: you must not
colect or provide any addkonat data to create a custom audience).

¢. You must not use Facebook User IDs to areate custom audiences unless the person assocated with the User 1D has kgged into
your dent's app and your dent has secured any necessary consent from that person (ex: you must not create a custom audience
based on users vho have engaged with a Facebaok Page).

d. You must not sef custom audiences, and must not transfer a custor audience to anyone wihout our permission.

e. Your custom audience tool may provide the same functionally and targetng options that Facebonk provides, but you must not
provide additional data or targeting options.

10. Enfarcement: You must immedately revake an end-advertiser's access to your app upon our request.

o

~
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XI, License

1. We give you a kcense to use the code, APTs, data, ard took you receive from us for use with the Facebook Platform. Dan't sel,
transfer, or subkcense our code, APIS, or tools to anyone wihout our prior witten permasion. If they need a license, they should get
t from us,

. Facebook SOKs:
a. Faceboak and its kcensors reserve al right, tide and interest, indudng al intsBectual property anc other praprietary rights, in and to
al SDKs.
b. Subject to your complanca with our Platfarm Policies, you may use SOKs (or any components therecf) soiely to develop and
dstrbute appications for use with the Facebook Platferm, and you may also dstrbute any code Wraries or sample source code
incduded in the SDKs for indlusion in such appications. You vdl not modfy, translate, create derivative woiks of, of reverse enginear
any SOK (or any components thereof). Any SDKs you receive from us are provided to vou on an "as s” basis, without wartanty of
20y kind.

~

XI1. Definitions

1. By "Appication” we mean canvas page applcation, Piatform integration, or any other techrical ntegration vie have assigned an

apphcation identificavon number.

2. By "Facebook social channel” we mean Appication Info Section, Page Tab, Feed, Requests (ncuding nvies), inbox attachments,
Chat, Cover, Bookmarks, or any other feature of a user profie or Facebook communication channel in wehich or through which an
applcation can provide, dsplay, or delver content drected at, on behalf of, or by permisspn of a user.

. By "basic account information” we mean: name, emgai, gender, bithday, curfent cty, and profie picture URL.

. By “Facebook Platform Terms and Polies” we mean the Statement of Rights and Responsbities and the Patform Poloes.

S. By "User data you receive from Facebook” we mean any data or content (nduding any mages, text, or other nformation or

materiak) you receive from us, that vas provided by users to us, or was assodated by us wih a particudar user,

6. By "SDK" we mean any object code ibrary, sample source code, or documentation you receive from us that heps you create

apphcations for use with the Facebook Piatform.

oW

Examples and Explanations

We want you to be successful on Facebook Platform, and we bebeve that the best way to do 50 s ta provide a great user experience. Ou
Piatform Pokcies wil help you do this by explaining what's requrred; these sxampies and explanations wil hep you undi d haw to put that
o practice.
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